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1	Decision/action requested
Agree on high-level conclusions for Key Issue #1 (Credentials owned by an external entity). This is a discussion paper only for discussion. A concrete proposal for conclusions is provided in the companion pCR S3-210346.
2	References
 [1]	3GPP TR 33.857: "Study on enhanced security support for Non-Public Networks"
[2]	3GPP TR 23.700-07: "Study on enhanced support of Non-Public Networks (NPN)"
[3] 	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[4]	S3-171326: "Proposed questions and agreements on the derivation of the anchor key"
3	Rationale
3.1		Introduction
This discussion paper proposes to conclude on some high-level principles for Key Issue #1 (Credentials owned by an external entity) of TR 33.857 [1]. The intention is to come to early conclusions for questions where this is possible. If it can be achieved, it would be very valuable progress for SA2, SA3 and the depending stage-3 groups. Conclusions on high-level principles of course do not preclude that additional conclusions can be made in future meetings, or that further details can be added.
In order to facilitate such conclusions, this discussion paper analyses the proposed solutions to Key Issue #1 regarding two different aspects:
1) General architecture 
2)	Legacy AAA vs 5GS-aware AAA
For each of these aspects, the discussion paper presents the different alternatives that have been proposed. As input to the discussion, this paper also presents the Ericsson position and motivation for it on the different aspects, clearly separated from the presentation of the proposed options.
The companion contribution S3-210346 provides a concrete proposal for high-level conclusions for Key Issue #1 as basis for the discussion.
The discussion paper starts with a high-level summary of the proposed solutions to Key Issue #1. Afterwards, the two different aspects of the solutions are discussed. 
3.2		High-level presentation of the proposed solutions to Key Issue #1 
There are seven proposed solutions for Key Issue #1. There are basically the following types of solutions:
· Solutions based on a legacy AAA server (in the sense that no alterations are expected for the AAA server)
· Solutions #1 (EAP), #3 (EAP TTLS), #5 (EAP), and #7 (EAP)
· Solutions based on a 5GS-aware AAA server (in the sense that the AAA will be able to calculate KAUSF)
· Solutions #2, #6
· In addition, Solution #4 has a high-level overview of different types of solutions also including the roaming scenario 
3.3	General architecture
3.3.1	Presentation of the solution options
Regarding the general architecture the presented solution options (Solutions #1 to #7) have many aspects in common:
- 	The primary authentication procedure in TS 33.501 [3] is re-used, however the AUSF does not perform the authentication itself but relays the authentication procedure between the external entity (e.g. AAA server) and the UE.
-	A new interface is introduced between the AUSF and the external entity (e.g. AAA server). Some solutions (Solutions #1, #2, #5, #7) propose that this interface is not directly between AUSF and the external entity, but via an intermediate function (interworking or proxy function).
-	The new interface between AUSF and the external entity (either directly or via proxy) is used to send both EAP-messages and other data. Most solutions propose that a key is sent from the external entity to the AUSF. Some solutions (Solutions #2, #6, #7) propose that additionally the SUPI is sent.
3.3.2	Ericsson position and motivation
The aspects that are common to all solutions can hopefully easily be concluded:
Proposal:  The primary authentication procedure in TS 33.501 [3] is re-used, with the following change: the AUSF does not perform the authentication itself but relays the authentication procedure between the external entity and the UE. A new interface (either directly or via another function) is introduced between the AUSF and the external entity. The new interface (either directly or via another function) is used for both EAP-messages and other data, e.g. keys.
Furthermore, this contribution proposes that the new interface should not be a direct interface between the AUSF and the external entity, but instead an intermediate function should be used. The AUSF as a central security function should not be directly exposed to communication with an external AAA Server. Such an intermediate function could perform AAA protocol interworking with the AAA Server (i.e. translate the service-based messages from the AUSF to AAA protocols towards the AAA Server).
Proposal: The new interface is not a direct interface between the AUSF and the external entity, an intermediate function (AAA interworking function) is used between the AUSF and the external entity.
Most aspects discussed in this clause are also mentioned in the draft LS S3-210343 to SA2.
3.4	Legacy AAA vs 5GS aware AAA
3.4.1	Presentation of the solution options
Solutions #1, #3, #5 and #7 all assume a AAA server that will not require any changes. This will enable usage of existing infrastructures for authentication in for example factories. On the other hand, AUSF and UEs need updating to be able to perform key derivation based on MSK (except in Solution #3 which is based on EAP TTLS and has no impact on keys). AUSF will also need updating to support authentication by a third party. Solutions #1 and #5 provide general solutions for using EAP with a legacy AAA-S and use the MSK as the new root of the 5G key hierarchy. Solution #7 provides specific details on how the MSK is used.
Solutions #2 and #6 require more elaborate alterations to the AAA-S. In this case the AAA-S needs to be 5GS aware and be able to derive the KAUSF (and KSEAF for Solution #2). This prohibits reuse of existing AAA infrastructures. 
3.4.2	Ericsson position and motivation
The re-use of existing AAA infrastructure is an essential use case of the eNPN work. If it is not addressed, one of the main requirements by verticals would not be taken care of. On the other hand, the use case of a 5GS-aware AAA is closer to the existing solution where the AUSF performs authentication. Whether such an intermediate use case is valid would require additional motivation. Furthermore, it would not suffice to only rely on the support of EAP-TTLS, e.g. because the use case of initial access for provisioning cannot be addressed with EAP-TTLS. This is because EAP-TTLS requires that the UE is provisioned with a public key or certificate of the onboarding network. This goes against the assumption that almost any network can be used as onboarding network. 
Proposal: To avoid major updates to existing AAA-S, a solution that assumes legacy AAA server that supports any key-generating EAP-method needs to be specified during normative work. The MSK will be used as the root key for 5G key hierarchy.
[bookmark: _GoBack]However, some additional aspects not yet discussed in the context of this study need to be considered. It was discussed already in the study phase of 5G whether MSK or EMSK should be used as root key for the 5G key hierarchy. For example, S3-171326 [4] states: "MSK may be used in a non-5G use case and hence may be available to a non-AUSF. If this happens and MSK is used to derive the 5G keys, then an attacker with access to one of these non-AUSFs that gets MSK would be able to impersonate a 5G network." For example, the AAA-S might also serve other networks (not 5G networks, e.g. an office Wi-Fi network) and provide the MSK to them. 5G networks have strong security requirements on the storage of KAUSF, while other networks may not have equally strong requirements on entities that store MSKs (e.g. access points). An attacker with access to any of these entities would be able to impersonate a 5G network.
Proposal: For the solution that assume legacy AAA, a deployment recommendation needs to be included in the specifications: it is strongly recommended that the same credentials that are used for authentication towards a 5G SNPN are not used for authentication towards a non-5G network.
 
4	Detailed proposal
Agree on high-level conclusions for Key Issue #1 (Credentials owned by an external entity). A concrete proposal is provided in the companion pCR S3-210346.
